BAN TIN

AN TORN THONG TIN

TRUNG TAM CONG NGHE THONG TIN & TRUYEN THONG THANH HOA

S0 02
thang 5/2017

= DAM BAO AN TOAN THONG TIN TRONG CO QUAN NHA NUOC
TiNH THANH HOA - THACH THUC VA GIAI PHAP

= THONG Ké TiNH HINH AN TOAN THONG TIN TRONG QUY |

Trang 22

= MA DOC DO TIEN CHUOC - TAC HAI VA CACH PHONG TRANH
Trang 9

CHIU TRACH NHIEM XUAT BAN
ThS. Lé Xuan Lam
Giam dbc Trung tam CNTT&TT
Thanh Hoéa

BIEN SOAN
Cao Viét Cworng; Tran Ngoc Hwng;
Trinh Ngoc Quynh; Chic Anh Hoa

THIET KE
Chung Nguyén

TRUNG TAM CONG NGHE THONG TIN
& TRUYEN THONG THANH HOA
Dia chi: 73 Hang Than, TP Thanh Héa
Dién thoai: 02373.718.298
Fax: 02373.718.299
Website: ict.thanhhoa.gov.vn
Gi4y phép xuat ban sé: 10/GP-XBBT
S& TTTT Thanh Héa cép ngay 23/1/2017

In 500 cudn, khd 19x27cm
Tai Céng ty TNHH In&TBGD Thanh Hué
In xong va ndp lwu chiéu thang 5/2017

J

Dam bao an toan théng tin trong co quan

nha nwdc tinh Thanh Héa - Thach thic va
Giai phap

ThS. Lé Xudn Lim

Gidm doc Trung tam CNTT&TT Thanh Héa

Cong tac dam bao An toan théng tin tai
UBND thi xa Bim Son

Lé Thi Lan

Phé CVP UBND Thi xi Bim Son

M3a dodc doi tién chudc - Tac hai va cach
phong tranh

Trin Ngoc Hung

Phé Truong phong Qudn tri Hé thong

Trung tam CNTT&TT Thanh Hoa

Ransomware - Théng tin lién quan
Lé Viin Tuin
Trung tam CNTT&TT Thanh Hoa

Cac ky nang nang cao hiéu qua phong
chdng ma doc hai

Hodng Anh Tuin

Trung tam CNTT&TT Thanh Hoa

An toan théng tin khi str dung mang khong
day

Théng ké tinh hinh An toan théng tin trong
Quy |

Tin hoat déng

20

22

25



DAM BAO AN TOAN THONG TIN TRONG CO QUAN NHA NUGC TINH THANH HOA
Thach thirc va giai phap

ThS. LE XUAN LAM
Giam doc Trung tam CNTT&TT Thanh Hoéa

Ngay nay, céng nghé théng tin (CNTT) da gép phdn khéng nhé vao céng tdc quan ly nha nuéc cia
cdc co quan tir cdp trung uong dén dia phuong, nhdt la trong viéc xir ly hé so, thia tuc hanh chinh,
quan ly ngan sdch, tai chinh, bdo hiém xa héi... Viéc ddy manh phadt trién va iing dung CNTT trén
tdt cd cdc linh vuc da gép phan thdo gé nhiéu khé khdn, vuéng mdec, tao thudn loi cho ngudi dén
va doanh nghiép, ndng cao hiéu luc, hiéu qua quan ly nha nuéc.

rong thai gian qua, tinh hinh mat an toan
Tthc“)ng tin mang dién bién ngay cang phtc

tap, xuat hién nhiéu nguy co de doa
nghiém trong dén viéc ing dung céng nghé
théng tin nham phat trién KT-XH va dam bao QP-
AN.Tuy nhién, trong khi cac cudc tan cong mang
G trong va ngoai nuéc dang gia tang ca vé quy
mo, cuong do va muc do tinh vi thi cong tac bao
dadm an toan, an ninh théng tin mang ctia ching
ta lai dang boc 16 mét s6 bat cap vé ha tang, nhan
luc va nhan thuc an toan, an ninh théng tin. Bac
biét, trong khodng thai gian cuéi thang 7 dau
thang 8 nam 2016, moét loat cac hé théng thong
tin quan trong bi tin tac tan cong nhu viéc tan
cong thay déi giao dién website va cac hé théng
thong tin thudc su quan ly cda Téng cong ty
Hang khéng Viét Nam (Vietnam Airlines) va mot
s6 don vi lién quan khac bi tan cong, gay ra cac
thiét hai truc tiép vé kinh té cho cac don vi, tdng
nguy cd lam 19, lot cac bi mat cla cac co quan
don vi.

Tai Thanh Héa, theo ghi nhan ctia bé phan An
toan thong tin cda Trung tam Cong nghé thong
tin va Truyén théng Thanh Hda, trong nam 2016
sO lugng Website lién quan dén co quan, don vi
nha nudc bi tin tac tan cong la 51 website; da tién
hanh gui cong van truc tiép canh bao cho 08 don
viva phéi hgp xt ly, khdc phuc cho 16 don vi. Bén
canh dé6 hinh thic lay nhiém ma doc, dac biét la
ma doc ma hdéa di liéu doi tién chudc (Ran-
somware) c6 chiéu hudng tang manh véi 11 co
quan, dan vi (so véi 05 don vi trong ndm 2015) bi
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lay nhiém lam mat mat dir liéu clia cac ca nhan
va cg quan.

Thoéng ké sé lugng Website bj tdn cong
trén dia ban tinh nam 2016.

Nhu vay, tinh hinh an toan thong tin xuat hién
nhiéu nguy co de doa nghiém trong viéc day
manh (ng dung CNTT trong phat trién kinh té -
xa hoéi, ddm bao qudéc phong - an ninh cla ca
nudc néi chung va cac dia phuong, ¢ quan, don
Vi nGi riéng.

Vé nguy co, thdch thic dam bdo an toan
théng tin

Nhan thiic ré van dé nay, ti nhiéu nam qua,
S6 Thong tin va Truyén théng da tham muu cho
UBND tinh trién khai nhiéu giai phap dé déi pho
vGi cac nguy co gdy mat an toan, an ninh théng
tin néi chung va cong tac tng ctu xu ly su c6 may



tinh néi riéng. Véi chiic ndng, nhiém vu dugc Cha
tich UBND tinh, Giam d6c S6Thong tin va Truyén
thong giao trong vai tro la dau mai tiép nhan va
XU ly ing ctu su c6 may tinh ndi chung va an
toan thong tin noi riéng; Trung tam CNTT&TT
(Trung tdm) ludén dé cao va trién khai t6t cong tac
phoi hop diéu phéi va canh bao sém su cd tdi cac
cd quan, té chiic trén dia ban tinh

Bén canh cac hinh thurc ho trg gian tiép qua
sO dién thoai dudng day nong, qua phan mém
ho trg cong tac iing cu ti xa. Trung tam da chu
déng xay dung ké hoach tir dau nam dé trién
khai truc ti€p ho tro tai cac cac ca quan, té chc,
doanh nghiép thuc hién cac hoat dong phong
nglia, ngan chan, ing ctu, khéi phuc nham déi
phé véi cac loai tdn cong pha hoai trén moi
trudng mang cho cac hé théng théng tin cla
tinh. Trong qua trinh trién khai cdng tac ddm bao
an toan théng tin trén dia ban tinh. Bén canh céc
nguy co va thach thic thuong truc vé mat an
toan thong tin dang hién hitu thi Trung tam nhan
thay c6 hai thach thuc néi cdm vé céng tac dam
bao an toan théng tin tai cdc co quan, don vi nha
nudc trén dia ban tinh nhu sau:

Mét la, tai cac S&, ban, nganh va UBND cap
huyén chua cé bé phan riéng biét chuyén vé an
toan, an ninh théng tin. Trong khi d6, nhan su
chuyén trach cling chi la mot vi tri kiém nhiém
cla bo phan CNTT. Nhu vay, ngay véi déi ngi
phu trach CNTT chua thé Ia “chuyén gia” trong
[inh vuc nay thi v&i ngudGi s dung may tinh
thong thudng, viéc ddm bao ATTT sé rat kho
dugc chu y. Trong khi d6 véGi yéu cau nhiém vu
hién nay, phan I6n hoat déng nghiép vu dugc st
dung trén may tinh va méi truéng mang thi nguy
ca 16, lot théng tin, khéng ddm bao ATTT cang
I6n. Hé théng CNTT clia cac S, ban nganh va dia
phuong trén dia ban tinh c6 thé dugc trang bi cac
gidi phap, thiét bi an toan, an ninh théng tin
nham ngan chan tan cong, de doa tir bén ngoai.
Tuy nhién, c6 moét diéu dé nhan thay, du cho hé
théng nao, may méc nao thi con ngudgi van la
nhan t6 st dung, diéu khién. Thé nén, chi can
ngudi quan tri hé thong st dung sa suat, thiéu
hi€u biét khéng tuan thu cac quy trinh bdo mat
thong tin ciing ¢6 thé trd thanh cong cu tiép tay
cho tin tac xam nhap va nhu vay, muc d6 rui ro,

thiét hai la rat I6n khi khong chithong tin ca nhan
ma ca thong tin clia co quan, don vi ciing o thé
bi danh cap va pha hay.

Hai la, qua cong tac hé trg va trao ddi vai cac
can b, cong chuc trén dia ban tinh sir dung may
tinh hién nay thi viéc chd y, quan tam dam bao
an toan thong tin cho chinh ca nhan va co quan
chua dugc coi trong. Dac biét la nhan thuc vé
ATTT chua day d0, dan dén tinh trang dé lay
nhiém ma doc, st dung cac phan mém khéng cé
ban quyén hodc khéng cé nguén géc rd rang,
budng long trong trach nhiém st dung hé théng
CNTT clia co quan, dan vi. Pa s6 ngudi dung chi
tap trung vao viéc ting dung, st dung cac phan
mém CNTT vao hoat déng chuyén mén ma quén
viéc ddm bdo ATTT. Van dé mat an toan théng tin
trong cac can bo, cong chic thudng dugc suy
nghi don gidn theo huéng mdy tinh lam viéc bi
nhiém Virus lam hoat déng cham hodc can trg
viéc thuc hién mot vai thao tac trong cong viéc.
Song thuc té, viéc khong dam bao ATTT gay ra
nhiing méi nguy hai rat I6n, khong chi may tinh
bi tan céng, lay nhiém ma déc, danh cap thong
tin, ma hoa dit liéu, tong tién nan nhan ma con
anh hudng tGi toan bo hé thong CNTT cla co
quan, don vi.

Vé gidi phdp giam dam bdo an toan théng
tin

Trudc cac nguy co hién hitu vé mat an toan
thong tin dac biét la cac hoat déng lay cap thong
tin, tan céng trén khdng gian mang dang dién ra
trén dién réng véi nhiéu phuong thic va tha
doan khac nhau. Viéc ddm bao an toan va bao
mat théng tin phai dugc thuc hién chat ché va
déng bo & tat ca cac phuong dién: tur viéc tang
cuong nhan thic va y thic cdia nguai st dung
cho dén céng tac quan ly, dau tu, trién khai, st
dung hé théng cong nghé thong tin-vién théng,
hoan thién hanh lang phap ly vé an toan thong
tin, tdng cuong hop tac, lién két trong pham vi
quéc gia va qudc té trong viéc phong, chéng
chién tranh mang,... phai dugc xem xét mot cach
tong thé, néu so ha hay xem nhe 8 mét khia canh
nao dé déu c6 thé dan téi tinh trang mat an toan
thong tin, de doa dén an ninh quéc gia va trat tu
an toan xa héi. Trén co s do, Trung tam dé xuat
mot s6 giai phap dam bao an toan thong tin cho
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cac co quan nha nudc trén dia ban tinh nhu sau:

Mét la, ti€p tuc day manh céng tac quan ly nha
nudc vé an toan théng tin trén dia ban tinh. Tang
cudng tuyén truyén, phé bién, quan triét cac cha
truong, dudng 16i clia Bang, cac chinh sach, quy
dinh cda Chinh pht va cuda tinh trong hoat déng
Ung dung va phat trién CNTT. Dac biét la trong viéc
dadm bado an toan thong tin nhu Luat An toan
thong tin mang nam 2016; Nghi quyét s6 36/NQ-
TW ngay 01/7/2014 clia B6 Chinh tri Ban Chap
hanh Trung uong Dang Cong san Viét Nam vé day
manh (ng dung, phét trién CNTT dap (ing yéu cau
phat trién bén viing va hoi nhap qudc té; Chi thi s6
28-CT/TW ngay 16/9/2013 cutia Ban Bi thu Trung
uong Dang (Khéa Xl) vé tang cudng cong tac bao
dam an toan théng tin; Chi thi s6 15/CT-TTg ngay
17/6/2014 cta Thu tudng Chinh phd vé tang
cudng cong tac bdo ddm an ninh va an toan théng
tin mang trong tinh hinh méi; Chi thi sé 22/CT-
UBND ngay 19/10/2015 ctda UBND tinh Thanh Héa
vé viéc tdng cudng dam bao an ninh va an toan
thong tin mang trong cac ca quan nha nudc trén
dia ban tinh Thanh Hoéa...

Hai la, ti€p tuc trién khai hiéu qua nham dat
dugc cac muc tiéu dé ra cia Quyét dinh 893/Qb-
TTg ngay 19/6/2015 cla Thu tudng Chinh pha vé
phé duyét Dé an tuyén truyén, phé bién, nang cao
nhan thic va trach nhiém vé an toan théng tin dén
nam 2020; K& hoach 152/KH-UBND ngay
11/11/2015 cGia UBND tinh Thanh Héa vé Tuyén
truyén, phé bién, ndng cao nhan thic va trach
nhiém vé an toan théng tin trén dia ban tinh
Thanh Héa dén nam 2020. Qua d4, tang cudng
cdng tac tuyén truyén nang cao nhan thuc, trach
nhiém cho dbi ngl can bo, cong chic, vién chuc
vé cdng tac ddm bao an ninh, an toan théng tin
mang. Coi day la nhiém vu quan trong, cap bach,
thudng xuyén, lau dai cia ca hé thong chinh tri.

Ba la, ki€én nghi cac S&, ban nganh va UBND cap
huyén thanh lap hoac chi dinh bé phan chuyén
trach vé an toan, an ninh théng tin tai ndi bd cac
co quan, don vi. Tang cudng dao tao, tap huan boi
duéng kién thic chuyén sau vé an toan, bdo mat
thong tin cho déi tugng can bod chuyén trach nay
dé lam hat nhan trién khai cac giai phap, quy trinh
dam bao an toan trong don vi./.
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hi xa Bim Son la don vi hanh chinh nam
Té phia Bac tinh Thanh Ho4d, dugc xac

dinh la d6 thi hat nhan ctia vung kinh
té dong luc cda tinh, dién tich tu nhién:
6.628,52 ha, c6 8 dan vi hanh chinh gém 6
phudng va 2 xa. Dan s6 trén toan dé thi hon
70.000 ngudi. DE dam bao phat trién KT-XH,
QP-AN trén moi mat, UBND Thi xa Bim Son
da xac dinh xay dung mét nén hanh chinh
cong theo huéng Chinh phu dién tu, dap
Ung thai ky cong nghiép hoéa, hién dai héa
dat nudc. Vi vay thixa da chon khau dét pha
trong QLNN néi chung va chi dao diéu hanh
noi riéng do chinh va viéc ing dung CNTT
trong hoat déng co quan hanh chinh nha
nudc trén dia ban.

Tu nam 2004, UBND thj xa Bim Son da xay
dung hé thng mang LAN vGi 10 may tinh
néi mang, dén nay hé théng da phat trién
vGi hon 100 may tinh va nhiéu thiét bi CNTT
khac két n6i mang LAN, WAN va Internet
mot cach dong bé. Hién tai hé thong mang
dang st dung dich vu cap quang FTTH véi
bang thong I16n va st dung dudng truyén s6
liéu chuyén dung nén viéc khai thac va Ung
dung CNTT kha hiéu qua.

Viéc iing dung CNTT trong cac hoat dong
phat trién kinh té, dich vu, thuong mai, san
xuat kinh doanh, an ninh quéc phong... gan
lién vai viéc dam bdo an toan théng tin
mang. Thai gian qua, tinh hinh mat an toan,
an ninh mang dién ra hét stic nghiém trong,
nhat 1a viéc 16 lot bi mat Nha nudc trén hé
théng théng tin trong yéu cta Dang, Nha
nuéc, cdc doanh nghiép tai chinh, ngan
hang. Cac thé luc thu dich da lgi dung Inter-
net dé tuyén truyén, pha hoai tu tuéng, tan
cdng xam nhap, phat tan virus, cai cam
phan mém gian diép, lam té liét hoat déng
cUa cac hé thdng mang trong yéu, gay thiét
hai Ién cho nhiéu ca quan, t6 chic, ca nhan...
Theo Trung tam Ung ctu khan cdp may tinh
Viéet Nam (VNCERT) trong nam 2016,
VNCERT da ghi nhan téng cong 134.375 su
c6 tan cong mang cua ca 3 loai hinh Phish-
ing (Ira ddo), Malware (ma ddc) va Deface
(thay déi giao dién), tdng hon 4,2 lan so véi



Cong tac dam hao an toan théng tin
TAI UBND THI XA Bim SON

nam 2015 (t6ng sé su c¢b tdn cong mang nam
2015 la 31.585 su c0). Dac biét cudc tan cong
chiéu ngay 29/7/2016 vao hé théng Vietnam Air-
lines da canh bao vé tinh hinh mat an toan théng
tin tai Viét Nam.

LE THI LAN
Phé CVP UBND Thi xa Bim Son

Trudc tinh hinh mat an toan théng tin dang
hién hitu, trong thai gian qua, UBND Thi xa Bim
Son cling nhu nhiéu don vi khac trong va ngoai
tinh coi trong cong tac dam bao ATTT - day la yéu
t& quan trong trong thai dai bung né cdng nghé

Bo phan Tiép nhan va Trd két qud dang tiép nhan ho so gidi quyét TTHC ciia nhan dan.

TRUNG TAM CNTT&TT THANH HOA - SG 02




khoa hoc hién nay. Thuc hién K& hoach sé
152/KH-UBND, ngay 11/11/2015 cda UBND tinh
ban hanh vé viéc tuyén truyén, phé bién, nang
cao nhan thuc va trach nhiém vé an toan thong
tin trén dia ban tinh Thanh Hoa dén nam 2020.
DPé& thuc hién t6t K& hoach trén, UBND thi x& Bim
Son da ban hanh cac van ban cé lién quan nhu:
K& hoach s6 1881/KH-UBND, ngay 02/12/2015 vé
viéc tuyén truyén, phé bién, nang cao nhan thic
va trach nhiém vé an toan théng tin trén dia ban
Thi xa dén nam 2020; Céng van s6 1909/UBND-
VP, ngay 08/12/2015 vé viéc tang cudng cdng tac
dam bdo an toan thdng tin mang trong thoi gian
Dai héi Dang toan quéc lan thic XIl; K€ hoach s6
629/KH-UBND, ngay 05/4/2016 vé viéc t6 chuc
héi nghi tap huan tuyén truyén nang cao nhan
thuic va trach nhiém vé an toan théng tin cho can
bé cdng chiic. Trong dé hudng dan Can b, Cong
chugc, Vién chuc, Ngudi lao ddng trong co quan
UBND Thi x& Bim Son, cac ca quan, t6 chuic, don
vi, doanh nghiép, trudng hoc va UBND cac xa
phudng cac phuong phap st dung mang, may
tinh an toan va bién phap khac phuc co ban
nham dam bao ATTT, bdo mat thong tin cho hé
thong thudc don vi quan ly.

Cung véi viéc quan triét, trién khai cac van
ban vé an toan théng tin mang, UBND thi xa Bim
Son da quan tam dau tu ca sé ha tang, trang thiét
bi nham dam bao an toan thong tin mang cho hé
théng mang UBND Thi xa nhu dudng truyén so
liéu, thiét bi tudng Ita, dinh tuyén... chdng xam
nhap tir bén ngoai, déng thai thudng xuyén thuc
hién bao tri, cap nhat va 16i cac phan mém va cai
dat phan mém diét virus cé ban quyén cho tat ca
may tinh trong hé thng mang LAN. Do do, da
han ché t6i da su cd vé mat ATTT trong hé théng
dam bao cho viéc hé théng hoat déng thong
su6t dé nang cao yéu cau ing dung CNTT trong
céng tac chi dao diéu hanh va thuc hién nhiém
vu chuyén mon cutia cac phong ban, don vi. Hién
tai, can bd chuyén trach vé quan tri mang cla
UBND Thi xa Bim Son ¢6 kha nang van hanh,
quan ly, xtr ly cac su ¢ dam bao hé théng mang,
may tinh dugc thong sudt.

Dé cong tac ddm bao an toan thong tin dugc
trién khai sdu rong dén toan dan dac biét la trong
cac co quan Nha nudc néi chung va thi xa Bim
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Son néi riéng, theo toi can thuc hién tot cac giai
phap sau:

- Mét la, nang cao nhan thuc cta can bé lanh
dao cac don vi vé tam quan trong clia cong tac
bdo ddm an toan thong tin. Lanh dao phai la
ngudi di dau trong céng tac dam bao an toan
théng tin dong thai kién quyét va co bién phap
xu ly doi véi CB, CC, VC, nguai lao dong khong
tuan thu cac quy dinh clia co quan vé viéc dam
bao an toan thong tin.

- Hai la, tang cudng céng tac tuyén truyén,
phé bién nang cao nhan thic va trach nhiém vé
an toan thong tin cho can bd, cong chuc ndéi
riéng va nhan dan néi chung. Bén canh d6 cling
can phai huéng dan ky nang co ban vé an toan
thong tin khi sir dung cong nghé thong tin trong
hoat dong clia cc quan nha nudc.

-Bala, Can bo, cong chiic phai néu cao vai tro
trong viéc ti€p nhan, chat loc cac thong tin, ndm
bat dugc cac nguy cg, rdi ro mat an toan thong
tin c6 thé xay ra, cac nguén théng tin déc hai,
khéng chinh théng, cac ky nang co ban dé tu bao
vé ban than, bdo vé t6 chuc, nang cao tinh than
canh giac... khi st dung Internet va ludn tién
phong di dau, thudng xuyén trau doi kién thic,
trinh d6 chuyén moén ky thuat dé cap nhat
thudng xuyén cac thao tac xt ly cling nhu bdo
mat thong tin.

- Bén la, quan tam dau tu trang thiét bi phan
cuiing, phan mém nham han ché dugc céc rdi ro
vé mat an toan thong tin.

- Ndm la, dao tao nang cao trinh do, ky nang
cho can bd chuyén trach vé CNTT tai cac sG ban
nganh va UBND cdp huyén vé cac bién phap
phong, chdng cac nguy cd mat an toan thong tin
mang va cac phuong phap xu ly cac su cé khi xay
ra mat an toan théng tin.

VGi viéc xac dinh tam quan trong clia Ung
dung cédng nghé thong tin trong quan ly hanh
chinh néi chung va chi dao diéu hanh nai riéng,
UBND Thi xa Bim Son da chu trong dén viéc dam
bdo ATTT mang va xem day la yéu t6 then chot
dam bdo cho viéc ing dung CNTT trong co quan
QLNN néi chung va UBND Thi xa néi riéng ngay
mot hién dai dap iing yéu cau tién téi Chinh phu
dién tirtheo chu truong clia Bang va Nha nudc./.
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Ma doc la gi?

Ma ddc 1a mét khai niém chung dung dé chi
cac phan mém doc hai dugc viét véi muc dich cé
thé lay lan phat tan (hodc khong lay lan, phat tan)
trén hé théng may tinh va internet, nham thuc
hién cac hanh vi bat hgp phap nham vao nguoi
dung ca nhan, co quan, t6 chuc. Thuc hién cac
hanh vi truc lgi ca nhan, kinh té, chinh tri hoac
don gian la dé théa man y tudng va sé thich clia
ngudi viét.
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Tey now by clicking <Decrypt>
U need 1o pay.

You only have 3 days to submit the payment. After that the price will be doubl=d.

I Also, 1f you don't pay in 7 days, you won't be able w recover your files forever,

B e wall have free events for users who are so poer that they couldn't pay m 6 months
Your files will be lost en

How Do I Pay?

SM9/2017 16:50:08 [Pagment 18 accepted m Biszom only For more mforanon, chek <About bitcoin>
th

Time Left

ect arount to the address specified m this window.
£, click <Check Payment> Besttime to check: 9:00am - 11-00am GMT @

e
7 Send §300 worth of bitcoin to this address.
bitcoin : é
e 115p7UMMngoj1pMykpHijcRAFINXELILA

Phan loai va dac tinh

Tuy thudc vao co ché, hinh thic lay nhiém va
phuang phap pha hoai ma nguai ta phan biét ma
doc thanh nhiéu loai khac nhau: virus, trojan,
backdoor, adware, spyware... Dac diém chung
clla ma doc la thuc hién cac hanh vi khéng hop

TRAN NGOC HUNG
Phé Trudng phong Qudn tri Hé thong
Trung tam CNTT&TT Thanh Héa

phap (hodc cé thé hop phap, vi du nhu cac
addon quang cao dugc thuc thi mot cach hop
phap trén may tinh ngudi dung) nhung khéng
theo y mudn clia nguai st dung may tinh. Duéi
day chung ta sé phan loai cac ma doc theo cac
hanh vi nguy hiém ma né thudng xuyén thuc
hién:

Adware

Trojan/ Backdoors: khéng ty téi tao, khong
gan vao mét tap tin nhu virus, thay vao doé dugc
cai dat vao hé théng bang cach gia lam mot phan
mém hgp 1é va vo hai sau d6 cho phép tin tac
diéu khién may tinh tirxa. Mét trong nhitng muc
dich phé bién nhat cua trojan la bién may tinh
thanh mét phan clia mang may tinh ma (Botnet).

Spyware: la phan mém cai dat trén may tinh
ngudi dung nham thu thap cac théng tin ngudi
dung mot cach bi mat, khéng dugc su cho phép
clla nguai dung.

Adware: phan mém quang céo, ho trg quang
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céo, la cdc phan mém tu dong tai, pop up, hién
thi hinh anh va céac théng tin quang cao dé ép
ngudi dung doc, xem cac thong tin quang cao.
Cac phan mém nay khong cé tinh pha hoai
nhung né lam anh hudng tGi hiéu nang cla thiét
bi va gay khé chiu cho nguai dung.

Ransomware: day la phan mém khi lay nhiém
vao may tinh sé kiém soat di liéu hoac chiém
quyén diéu khién may tinh va yéu cau nan nhan
phai tra tién dé c6 thé khoi phuc lai dit liéu hoac
quyén kiém soat véi hé théng.

Virus: 1a phan mém cé kha nang lay nhiém
trong cung mét hé théng may tinh hodc tur may
tinh nay sang may tinh khac dudi nhiéu hinh thuic
khac nhau. Qua trinh lay lan dugc thuc hién qua
hanh vi lay file. Ngoai ra, virus cing c6 thé thuc
hién cac hanh vi pha hoai, lay cép théng tin...

Rootkit: la mot ky thuat cho phép phan mém
c6 kha nang che gidu danh tinh ctia ban than né
trong hé théng, cac phan mém antivirus t d6 n6
c6 thé hé trg cadc module khac tan cong, khai thac
hé thong.

Worm: c6 kha nang tu nhan ban trén chinh né
ma khong can cay vao mot tap tin luu trit. Chidng
con thudng st dung Internet dé lay lan, do do
gdy thiét hai nghiém trong cho mét mang luéi vé
téng thé, trong khi virus thudng chi nhdm vao
Cac tap tin trén may tinh bi nhiém. Worm lay lan
cht yéu la do cac 16 héng bado mat clia hé théng

Keylogger: c6 kha nang ghi lai moi phim bam
ma ngudi dung da nhan trén ban phim.Téng hop
két qua cla cac t6 hgp phim nay, ké cai dat key-
logger c6 thé thu dugc tin nhan ca nhan, noi
dung email, sé thé tin dung va di nhién nguy
hiém nhat l1a moi loai mat khau cia ngudi dung.

Tim hiéu vé ma doc doi tién chuéc

Khi dén co quan lam viéc, ban bat may tinh dé
bat dau thuc hién cac cong viéc dang lam. Tuy
nhién ban nhan thay van dé dang xay ra véi minh
la toan bd cac di liéu ma ban dang luu trl trén
may tinh da bi thay d6i va khong thé xem dugc
néi dung. Tiép theo ban thady xuat hién cac canh
bao vé viéc thuc hién cac chi dan dé lay lai cac file
van ban nay bang cach truy cap vao cac trang
web dé ndp tién cho ngudi gay ra van dé nay. Ma
ddc gay ra hién tugng trén cho di liéu clia ban
goi la Ma déc doi tién chudc (Ransomware). Day
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la moét loai phan mém déc hai trong d6 han ché
quyén truy cap vao hé théng may tinh ma né lay
nhiém, va yéu cau mét khoan tién chudc tra cho
cac tac gid ciia phan mém doc hai dé cadc han ché
dugc loai bé. Véi truong hgp ma déc ma hoa tai
liéu thi ma doc sé tién hanh ma hoa ndi dung
toan bé cac dir liéu trén may nan nhan véi thuat
toan ma hoa manh dé khong thé giadi ma duoc
vGi muc dich bat céc dit liéu trén may dé téng
tién nan nhan.

Phuong thic lay nhiém:

Theo canh béo ctia Trung tdm Ung ctiu khdn
cap may tinh Viét Nam (VNCERT) trong thai gian
qua, Trung tam ghi nhan cach thiic tan cong mai
cla tin tdc nham vao cac co quan té chiic co s
dung cac hom thu dién tirnoi bo. Theo do, tin tac
sé gid mao mot dia chi dién ti c6 dia chi giong
V@i dia chi thu dién t trong co quan dé dé gui
thu dién ti c6 kém ma doéc dén cac ngudi dung
nham qua mat cac hé théng do quét ma doc, cac
ma doc thudng dugc nén lai duéi dinh dang .zip
hodc .zar. Vi viéc gia mao chinh cac dia chi thu
dién t cla don vi sé lam cho ngudi dung kho
phat hién cac thu gia mao dan dén sé lugng cac
may tinh bi lay nhiém ma doc ma héa dit liéu cé
thé tang cao.

Phuang thuc lay nhiém chut yéu clia ma doc
nay la gui tap tin dinh kém thu dién td, khi nguci
dung ma& tap tin thi ma doc sé tu déng lay nhiém
vao may tinh ngudi dung. GUi thu dién tr hoac
tin nhan dién ti c6 cha duong dan dén ma doc
va yéu cau ngudi dung tai vé va cai dat. Ngoai ra
may tinh con c6 thé bi lay nhiém thoéng qua
duong khac nhu qua cac thiét bi luu trir, qua qua
trinh cai dat phan mém khéng ré nguén géc, sao
chép dir liéu tr may nhiém,...!

Dau hiéu nhan biét ctia loai ma déc sau khi
may tinh bi nhiém la cac tai liéu, van ban sé bi
thay d6i ndi dung va déi tén phan mé réng, phé
bién la cac tap tin c6 dinh dang: .doc, .docx, .pdf,
Xxls, xIsx, .jpg, .txt, .ppt, .pptx,..mot sé loai con
khod may tinh khéng cho st dung va doi tién
chubc.

Bién phap phong tranh

Trudc day, ma doc thudng lay nhiém vao may
tinh ctia nan nhan théng qua cac phan mém tién
ich, gan day thu doan lay nhiém c6 thay d6i va
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Tép tin dinh kém 13 phén Céc CTB Locker sé
meém déc hai khoa may, duwgc tai vé tir cac may
doi tién chudc s& tw két nan nhan
néi dén cac may chi clia

hacker

Ngudi diing nhan
Spam Mail co chira
tap tin dinh kem

Céac nan nhan phai
s(r dyng mang ngam
TOR dé thanh toan

Bitcoin cho hacker

CTB Locker théng
b&o dén nan nhan sé
tién chudc va thei
han thanh toan

Céc tap tin trong may
tinh bi ma hoa

Quy trinh 4y nhiém ma djc Ransomware théng qua Email

phuc tap hon. Do vay, dé phong ngura, han ché
t6i da kha nang bi nhiém ma déc ma hoéa di liéu
trong hoat ddng céng vu, cac co quan, don vi can
thuc hién mot sé ndi dung sau:

Tdng cudng phong ngira d€ han ché téi da
khd néng bi nhiém ma déc:

Phan quyén hop ly cho céac loai tai khoan
nguoi dung, bao vé cac tap tin khong cho phép
X034, stia n6i dung cdc tap tin quan trong; Cai dat
va thudng xuyén cap nhat cho hé diéu hanh,
phan mém chéng ma doc nhu Kaspersky, Syman-
tec, Avast, AVG, MSE, Bkav, CMC,... cho tat ca cac
may tinh clia can bo, cdng chuc, vién chiic nham
dam bdo bao mat, an toan théng tin trén moi
truong mang; déng thai, chi y canh giac véi cac
tap tin dinh kém, cac dudng lién két an dugc gui
dén thu dién t& ngusi dung, ké ca ngudi gui tur
trong noi bd; tuyét déi khong bam vao cac
duong lién két nhan dugc qua céac tin nhan trén
mang xa hoi hay mé nhiing thu dién ta khong ré
nguén géc, néu ma thi can lién lac v6i ngudi gui
thong tin dé xac thuc hodc mé cac tap tin dinh
kém trong cac email d6 trong méi trudng cach ly
an toan (Safe Run) ctia cac phan mém diét Virus
va thuc hién cac bién phap ky thuat nham kiém
tra xac thuc nguai dung trén may chd gui email
clia don vi, tranh bi gia mao ngudai gi ti n6i bo;
tat cac ché doé ty ddong ma, chay tap tin dinh kém
theo thu dién tu.

Thu'c hién sao luu dir liéu dinh ky:

St dung cac 6 dia luu trir nhu O ciing cdm
ngoai, 6 dia USB dé€ luu trit cac dir liéu quan trong
trong may tinh. Sau khi sao luu xong dua ra cat
giliriéng; st dung cac cong cu, gidi phap chuyén
dung dé sao luu dit liéu nhu: cdc may chi quén
ly tap tin, mdy chi sao luu tur xa, cac cong cu luu
trit dam may cho phép khoéi phuc lich st thay déi
cla tap tin.

Xt ly khi phdt hién Idy nhiém ma déc:

Khi ma doc lay nhiém vao may tinh, ma doc sé
tién hanh quét va ma hoda cac tap tin trong mot
khoang thai gian. Do d6, viéc phan tng nhanh
khi phat hién ra su c6 c6 thé giup giam thiéu thiét
hai cho dir liéu trén may tinh va tang kha nang
khoi phuc dir liéu bi ma hoa. Cu thé can thuc hién
cac thao tac sau:

- Nhanh chéng tat may tinh bang cach ngat
nguon dién truc tiép.

- Khéng dugc khai dong lai may tinh theo
cach théng thudng ma phai khéi dong tir hé diéu
hanh sach khac (khuyén nghi hé diéu hanh Linux)
nhu tir 6 dia CD, USB,... sau d6 thuc hién kiém tra
cac tap tin dir liéu va sao luu cac dir liéu chua bi
ma hoa.

- C4c tap tin da bi ma hoa tuong ddi kho dé
giai ma, tuy nhién trong mét sé trudng hop co
thé st dung cac phan mém khéi phuc dit liéu nhu
FTK, EaseUs, R-STUDIO,... dé khéi phuc cac tap tin
nguyén ban da bj xoa.

- Cai dat lai toan bo hé théng, cai dat phan
mém diét virus dong thai thiét 1ap ché do cap
nhat phién ban tu déng.

DPé gilp cac ¢ quan chic nang theo doi,
phan tich va phan (ng nhanh chéng véi cac loai
ma déc mdi, ngay khi phat hién xay ra su c6 vé
ma doc Ransomware can nhanh chéng théng
bdo vé Té Ung citu su' c6 mang mdy tinh cla
Trung tdm Cong nghé thong tin va Truyén thong
Thanh Hoa theo dia chi duéi day, dé dugc hé trg,
xU ly kip thai, han ché t6i da cac nguy co mat an
toan théng tin mang.

Thoéng tin lién hé:

bién thoai: (0237) 3718699;

Fax (037) 3718299.

Email: ungcuusuco@thanhhoa.gov.vn
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RANSOMWARE - THONG TIN LIEN QUAN

LE VAN TUAN
Trung tam CNTT&TT Thanh Hoéa

1. Mau Ransomware dau tién dugc phat hién vao nam 2005

2. Ransomware dugc thiét ké dé kiém dugc lgi nhuan nhanh nhat cé thé. 04 loai Ransomware
mang lai nhiéu Igi nhuan nhat la: Locker Ransomware; Crypto Ransomware; Ransomware gia mao
chuong trinh Antivirus; Ransomware dua ra cac cdnh bao gia mao.

3. Ma doc téng tién da trai qua 04 su thay d6i quan trong dé€ nang cap. Qua méi lan thay déi, ma
déc téng tién da chuyén tir loai ma doc nay sang loai ma déc khac vai cap dé tinh vi han nhu tai thai
diém hién tai.

4. Lgi nhuan trung binh ctia Ransomware la 300$ cho moét 1an 1ay nhiém thanh céng va hinh thic
thanh toan dugc té6i pham ua chudc la st dung déng tién 4o Bitcon.

5. Gilta nam 2013 va 2014 cho thay su bung né clia Ransomware ma héa dir liéu trén khong gian
mang vai téc do tang trudng lén téi 250%.

6. Cac nhom tdi pham diing sau Ransomware dang lién tuc d6i mai vé phuang thuc lay nhiém va
cach thuic tan cong.

RANSOMWARE la gi?

Ransomware hay “ma doc téng tién” la mot loai
phan mém doc hai s dung hé thdng mat ma dé ma
hoa dit liéu thudc vé mot ca nhan hay té chiic va ngan
chan ngudi dung hop phép truy cap va st dung. Nan
nhan thudng phai ndp mot khoan tién chudc néu
muon |3y lai dir liéu hodc don gian nhat la truy cap lai
may tinh cdia minh.

PHAN LOAI RANSOMWARE

Locker Ransomware: Ngdn chan ngusi dung truy cap vao may tinh hodc thiét bi

Crypto Ransomware: Ngan chan ngudi dung truy cap di liéu hodc tap tin, s dung hé mat ma
manh nhu AES, RSA dé ma hdéa dir liéu ngusi dung.

Hai loai ma doc nay dugc thiét ké dé ngan chan ngudi dung truy cap vao chinh cac théng tin ca
nhan quan trong clia ho va tir d6 yéu cau ngusi dung phai ndp mét khoan tién chudc dé co thé truy
cap lai d{ liéu da bi tin tac ma hoa.

CAC THIET BI DE BI ANH HUGNG

Thiét bi di déng théng minh: Mic du Android chiém tGi 80% thiét bi
di dong trén toan cau nhung lai c6 su khac biét I6n vé bao mat gitta iOS va
Android. iOS sé la muc tiéu it bi tdn cong bdi Ransomware do iOS la mot
hé diéu hanh déng, méi ting dung trudc khi phat hanh déu dugc kiém
duyét ky cang. Ngugc lai, do tinh chat cla mét nén tang mé, Android la
miéng moéi ngon cho nhiéu phan mém déc hai trong dé c6 Ransomware.
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May tinh ca nhan: Hién nay cé nhiéu Ransomware dugc thiét ké nham
muc tiéu tan cong tGi may tinh ca nhan chay Windows. Diéu nay la hién
nhién khi Windows chiém thi phan t&i 89% va phan con lai danh cho Mac
OSX va Linux. Ransomware dugc thiét ké dé mang lai Igi nhuan cho téi
pham mang nhiéu nhat nén khong ngac nhién khi may tinh ca nhan chay
hé diéu hanh Windows c6 nguy ca bi tan céng cao hon cac hé diéu hanh
con lai.

Hé théng may chi: May cha khac véi toan bd muc tiéu con lai ctia Ran-
somware. May chui cé nhiéu kha néang chira dit liéu quan trong anh hudng
t&i toan bd hoat ddng cla té chiic. May chii c6 thé la trung tam dit liéu luu
trr toan bo tai liéu, dit liéu quan trong clia co quan, don vi va lam cho n6
trd thanh muc tiéu tiém nang cé gia tri cao déi véi nhiing tén tdi pham.

POITUONG TAN CONG

Nh(ing ké tan cong diing dang sau Ransomware thuc su khéng quan
tam t&i muc tiéu tan cong clda chang la ai mién sao nan nhan tra tién
chudc. Chinh vi ly do d6, nhiing ké tan céng thudng thuc hién mét chién
dich phat tan Ransomware lién tuc trén mot pham vi réng 16n nham téi
moi ngudi dung may tinh. Chi can mot phan nho déi tugng dong y tra tién
chuéc cling du d@é dat dugc muc dich ca téi pham mang va la déng co
dé chuing tiép tuc thuc hién cac cudc tan cong tiép theo...

HINH THUC LAY NHIEM

Mot trong nhitng cau hdi ma nhiéu nan nhan thac mac la“Ransomware da lay nhiém Ién may clia
minh nhu thé nao” Cau hoi nay khdng c6 mot cau tra I6i ré rang khi nhiing ké tan cong cé rat nhiéu
cach thiic dé phat tan ma doc lén may nan nhan.

Qudng cdo déc hai

Thu rdc/ Thu gia mao L6 héng bdo mdt Botnet/ Downloader
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CACH PHONG TRANH

Sao luu dit liéu thudng xuyén: Ban nén thuc hién sao luu dit liéu thudng
xuyén va st dung nhiéu méi trudng khac nhau dé luu tr dir liéu nhu dién
toan dam may,  dia di dong... Day la cach phong chéng hiéu qua nhat.

Cap nhat thudng xuyén phan mém: Tin tac ¢ thé Igi dung cac 16 héng tur
cac phan mém, iing dung trén thiét bi dé cai ma déc. Hay ddm bao rang thiét
bi ctia ban dugc cap nhat cac phan mém véi cac ban va 16i maéi nhat.

Ki€ém tra ngudn géc cac Email dugc gui téi: Hay kiém tra dé xac thuc
nguodn géc va dé tin cay clia cac email trudce khi ban ma, click vao dudng dan
hay tai cac file chdia trong email dé.

Canh giac v&i cdc Website gid mao: Ban nén chi truy cap va cac website
WW% tin cdy, chinh théng va tuyét déi canh giac véi cac dudng link quang cao
khéng ré ngudn goc.

XU LY KHI Bl LAY NHIEM

Mot khi hé thong clia ban bi tdn cong bdi Ransomware, hay thuc hién sao luu ngay lap tdc. Néu
khong thé backup, ban can phai cd gang lay lai cac tap tin nhu sau:

1.Tim hiéu vé loai Ransomware dang lay nhiém va tim kiém bién phéap va céng cu g bé trén In-
ternet.

2. SU dung cac cdng cu khoéi phuc tap tin dugc cung cap bdi cac nha cung cap phan mém khoi
phuc dang tin cay.

3. Lién hé véi cac don vi chuyén trach vé xt ly su c6 dé cé bién phap xdr ly nhanh nhat./.
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HOANG ANH TUAN
Trung tam CNTT&TT Thanh Héa

a doéc (Malware) viét tat ctia ti Malicious Software: La nhiing chuong trinh phan mém dugc
thiét ké dé gay hai hodc lam nhiing hanh déng khéng mong mudén déi véi ngudi dung trén
hé théng may tinh.

Nhu vay: Ma doc ban chat la mét phan mém nhu nhirng phan mém khac trén may tinh ma ching
ta van sir dung hdng ngay, né c6 day du nhiing dac diém, tinh chat cia mét phan mém binh thudng
chikhac la né cé thém tinh doc hai (malicious)

Viéc phong tranh ma doc can dugc thuc hién dong bo trén tat cac thanh phan trong hé théng
théng tin clia cac co quan, don vi. Sau day la huéng dan cac ky nang nang cao trong viéc phong
ch6ng hiéu qua cac loai ma déc thong thudng dang hoat déng hién nay.

Budc 1. Kiém tra, phat hién cac tién trinh doc hai dang chay trén may tinh.

Mét trong nhiing chiic ndng quan trong thudng c6 & cac ma doéc la kha nang an minh trén hé
thong bi lay nhiém. Trong dé cac tién trinh ctia ma déc thudng st dung cac tén gan giéng hoac giéng
hoan thoan véi cac tién trinh that cia may tinh.

Dé ngudi dung phat hién ra cac tién trinh nghi ngs 1a tién trinh ctia ma déc qua dé xac dinh va
thuc hién cac bién phap béc tach va loai bd ma déc nay ra khoi may tinh.

Trén may tinh chay hé diéu hanh Windows, nguai dung c6 thé sit dung chiic nang Task Manager
dé thuc hién liét ké cac tién trinh dang chay trong hé théng. Tuy nhién (ing dung nay thudng chi cung
cap cac thong tin co ban lién quan dén tién trinh ma thiéu di cac thong tin quan trong khac phuc vu
viéc phan biét rd rang dau la tién trinh an toan cia hé thong, dau la tién trinh ctia ma doc.

Dé khac phuc nhugc diém clia ting dung c6 san Task Manager. Chung ta st dung 01 cdng cu mién
phikhac la Process Explorer clia hang Microsoft. Cong cu nay cung cap nhiéu hon thong tin lién quan
dén cac tién trinh trén hé théng cho ngudi dung va dugc download truc tiép tir Website clia Microsoft
theo dudng dan sau:
https://technet.microsoft.com/en-us/sysinternals/processexplorer.aspx

File Options View Process Find Users Help
H @ =EaE| e R M| ] "IH! ) | — | | ~IH
Process PID cPU Private Bytes | m- SE Description Company MName Virus Total Verfied Signer
®_1 System Idle Process o 64.27 oK
= & Bka.exe 29180 12.10 33752 K 30. 435 K Bkav Pro Intemet Security Bkav Corporation w62 (Verified) Bkav Co...
|| Foat Reader exe 24584 5.36 197.572 K 32.972 K Foit Reader 7.2. Best Read... Fosat Software Inc. 0r61 (Verfied) Fooat Sof_.
(a5 IntemetWrapper exe 21112 5.00 1.912K 9.432 K IntemetWrapper Sony Corporation 057 (Verified) Sony Cor__.
o 64 .exe 24636 4.12 52.968 K 71.660 K Sysintemals Process Bplorer  Sysintemals - www sysinter... 0761 (Verified) Microscft...
(5] MBAMService exe 2904 211 462,022 K 354,080 K Mahwarsbytes Servics Mamarm:mes 0/60 (Verfied) Mahware .
= [a] swchost e 1176 1.91 35.584 K 34,236 K Host Process for S i 061 (Verified) Microsoft ..
©|OUTLOOK EXE 15704 071 152.068 K 115.064 K Microsoft Outlook Microsoft Cnrpaﬂmn 62 (Verified) Microsoft .
W] WINWORD.EXE 26088 0.55 110.784 K 60.624 K Microsoft Word Microsoft Corporation 061 (Verified) Microscft...
& WDDrive UtilitiesHelper exe 8644 034 3.336K 4,524 K WD Drive Utifies Helper Westem Digital Technolog... 059 (Vesified) WESTE .
Y corss.exe 20504 0.33 2816 K 15,508 K
1212 030 198,260 K 136.436 K Google Chrome Google Inc. os61 (Verified) Google Inc
18004 028 81.112K 34.064 K
4 0.20 1.892K 711.692 K
9596 0.20 78.076 K 31,960 K WD App Manager WWestem Digital Technolog... 061 (Verfied) WESTE...
28704 013 12.888 K 22,020 K Biav Ul Bkav Corporation
2804 017 20.948 K 7.568 K Bkav System Sendcg Bkav Corporation
|> . 2ne 0.16 85.388 K 93,000 K MindewsE e - Microscft Corporstion
11612 013 148316 K 29,456 K Snagh Edttor TechSmith Comporation
2912 0.07 3.204 K 5.156 K CodeMeter Runtime Server  WIBU-SYSTEMS AG
3080 0.06 78224 K 54.044 K Google Chrome Google Inc.
26372 0.06 31.520 K 14,216 K WDBackup Service Westem Ijgnal Technolog... /57 (Vernfied) WESTE...
5256 0.05 259.024 K 366.928 K Google Chrome Google Inc. "o (Verified) Google Inc
2484 0.05 11.412K 12,584 K WD Drive Service Westem Ii;mal Technolog... 0462 (Venfied) WESTE...
4092 004 328.032 K 147.804 K Google Chrome Google Inc. 61 (Verified) Google Inc
27444 004 5.608 K 8.164 K
1080 0.04 6.852 K 6.428 K Host Process for s. [ i 0/61 (Verified) Microsoft
16572 0.03 70.972 K 22.212 K Google Chrome Google Inc. /81 (Verified) Google Inc
C]:IWINWOHD EXE 20680 0.03 24380 K 37.168 K Microsoft Word Microsoft Cerpora:on 061 (Verified) Microsoft....
(5| lsass exe 936 0.03 7576 K 5368 R e 061 (Verified) Microsoft...
(=] swchost exe 392 0.02 B136 K 8.952 K Host Process for 5. 0r61 (Verified) Microsoft .
i UniKeyNT exe 29596 0.02 1.980 K 1.976 K 081 (No signature was. ..
£ Evenything.exe 13100 0.02 1502 K 1.144 K Evenything 0/61 (No Signature was....
= [5] svchost exe 80 0.02 9.992 K 11.916 K Host Process for S C ion 0561 (Verified) Microsoft...
£ Evenything exe 8628 0.01 31.512K 25.400 K Everything 0/61 (No signature was.
=) (@] swchost .exe 1052 0.01 24748 K 17.176 K Host F‘lueeusfnr S... C i 0561 (Verified) Microsoft.
(W] WINWORD. EXE 22368 0.01 14.012 K 29,208 K C 0s61

CPU Usage: 35.73% Commit Charge: 35.91% Processes: 137 Physical Usage: 70.50%
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Théng qua chay cong cu nay, ngudi dung c6 thé thu thap dugc nhiéu théng tin hon vé mét tién
trinh dang chay trén hé théng, bao gém:

- Cac tién trinh dang chay

- Cac thu vién “dll” ma tién trinh s&r dung

- Cay tién trinh dé xac dinh tién trinh goc khdi tao

- Trang thai cla ting tién trinh

-Tai nguyén hé théng ma tién trinh dang st dung

-Va nhiéu thong tin lién quan khac

P explorer.exe:2716 Properties - O b

Threads TCPfIP Security Environment Strings
Image Performance Performance Graph GPU Graph

Image File

Windows Explorer
- (Verified) Microsoft Windows
Version: 539
Build Time: SatMar 04 10:38:37 2017
Path: _
| C:\Windows\explorer.exe | _E:quore_

Command line;

| Explorer.exe |
Current directory:

| C:\Windows\System32} |
Autostart Locabion:

| HKLM\SOFTWARE Wicrosoft\Windows NT"I,CerentUersiun'\Win| E:plcre

Parent:  winlogon.exe{23304)

Verify
User: . ;
Started: 09:18:24 4/21/2017 Image: 64-bit :Elrhg. Lol
Comment: [ | iﬂProcess
virusTotal: | 0/62 | | submit |

Data Execution Prevention (DEP) Status: Enabled
Address Space Load Randomization: Bottom-Up
Control Flow Guard: Enabled

-

Dé xac dinh mét tién trinh bat thudng, ngudi dung chi y mét sé dac diém nhu sau:

-Tién trinh khéng c6 phan mé ta ti nha san xuat (Description)

-Tién trinh khéng co théng tin ti nha san suat (Company Name)

-Tién trinh c6 cac hoat dong bat thudng trén nén TCP/IP

-Tién trinh khong thé xac thuc chit ky s6 ctia nha san xuéat (Verified Signer)

- Kiém tra tién trinh théng qua dich vu kiém tra ma doc Virus Total duoc lién két truc ti€p trén giao
dién ctia céng cu.

Trong trudng hgp xac dinh hodc nghi ngd tién trinh la ma doéc. Nguai dung tién hanh chic nang
loai bo tam thai tién trinh thong qua chic nang “kill” ctia cong cu.
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= [az] BkavSystemService exe 2804 16.78 205948 K 7,536 K Bkav System Service Bk
= & Bka.exe 29180 8.00 33.752K 30,380 K Bkav Pro Intemet Security Bk
E FoxitReader.exe 24584 426 197.572K 27.280 K Foxit Reader 7.2, Best Read... Fo
L procexp64 exe 24636 1.54 52968 K 72.144 K Sysintemals Process Explorer Sy
= B SnagitEditor exe 11612 1.14 68,824 K 65,976 K Snagit Editor Te
=) [w=] svchost exe 1176 0.77 35584 K 34,180 K Host Process for Windows S... Mi
o OUHPOK_QE ke 119.008 K HM Cl.tlmk i
%WDDnvel.MbesHeberm 4 524 K WD Drive Utilties Helper w

K X 4
& [t WDBackupService exe Set Priority ; 14,316 K WDBackupService w

Kill Process Del 0K Hordware Inteupts and DPCs
1.588 K Bkav kil Bk
& T 52,384 K|\ i M
Restart /19,344 K

. 6,348 K VeraCrypt ID
[®] vmware-authd exe Suspend 2,872 K VMware Authorization Service VI
%z?;m;:mmm Create Disnp 5 B?Eﬁ E Malwarebytes Service Mk
& B Snagit32 exe Check VirusTotal 37.800 K Snagt Te
&> BkavSystemServer exe 9,512 K Bkav System Server Bk
= @ chrome.exe Properties... 136,152 K Google Chrome Ge
& chrome exe y 363,144 K Google Chrome Ge
CodeMeter.exe SEMch Daine QM | 5,508 K CodeMeter Runtime Sever W
(W] WINWORD EXE 26088 0.05 114372 K £5,492 K Microsoft Word Mi
[w=| WDDrive Service exe 2484 0.03 11416 K 12.544 K WD Drive Service w

Budc 2. Kiém tra, phat hién cac tién trinh tu déng khéi déong cia ma déc

Sau khi kiém tra, phat hién cac tién trinh nghi ng& la ma doc hai dang ton tai trén hé théng. Ngoai
viéc st dung tinh nang “Kill” d€ tam thai loai b tién trinh & buéc 1. Ching ta can thuc hién kiém tra,
phat hién cadc ma doc chay tu déng khi hé thong khai ddng. Bai vi, ngoai kha nang che dau ban than
theo tén cac tién trinh thong thudng, ma déc con cé kha nang thiét 1ap cac co ché tu dong khéi tao
theo hé thong khi hé thong khai dong.

Dé c6 thé phan tich cac tién trinh tu khai dong cung hé théng. Ching ta st dung cong cu thi 2 1a
Autoruns cing do Microsoft phat trién. Cdng cu nay cung cap nhiéu théng tin hiiu ich hon so véi
Ung dung Startup dugc tich hgp san trong Windows va dugc tai truc tiép ti Website ctia Microsoft
theo dudng dan sau:

https://technet.microsoft.com/en-us/sysinternals/bb963902.aspx

E7 Autoruns | - Sysinternals: www.sysinternals.com

File Entry Options User Help

FTEY L L B

[ knownDLLs 187 winlogon & Winsock Providers 23 Print Monitors © 154 Providers = Network Providers & wvr B Sidebar Gadgets 1] office
& Everything 4% Logon 15 Explorer & Intemet Explorer |8 scheduled Tasks 8 services = rivers Codecs [ BootExecute [ image Hijacks [%) appinit
Autorun Entry Description Publisher Image Path Timestamp VirusTotal A
Q’ HKLM:System'\CurentControl Set\Control\Teminal Server\Wds'\rdpwd'\StartupPrograms 12/20/2015 6:04 PM
(5] rdpclip ROP Clipboard Monitor (Verfied) Microsoft Windows c:\windows'system 32\rdpciip axe 3/4/2017 10:20 AM 0/62
@ HKLM\SOFT NTCL logon’\Uiserint 4/21/2017 9:.08 AM
B [ Usennt exe Userint Logon Application (Verfied) Microsoft Windows ciwindows\system32wserint.exe  10/30/2015 9:37 AM 0/60
@ HKLM\SOFT NT\C: logoriVmApplet 472172017908 AM
EZ 18 SystemPropertiesPerfom... Change Computer Performance Sett... (Vefied) Microsoft Windows c-\windows'\system32\systempropeti... 10/30/2015 9:38 AM w61
g HKLM\SOFTWARE\Microsoft\Windows NT\CumentVersion\Winlogon'Shell 4/21/2017 9:08 AM
] o Exlorerexe Windows Explorer (Verfied) Microsoft Windows c:\windows'\explorer.exe 3/4/2017 10:38 AM 0/62
¥ HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot \Atemate Shell 12/20/2015 6:04 PM
B4 B emdene Windows Command Processar (Verfied) Microsoft Windows c:\windows\system32\cmd exe 10/20/2015 9:34 AM /62
@ HKLM\SOFT i 4/17/2017 1243 AM
E4 £ Eventhing Evenything c\program files\eventhing\everythin . 8/6/2014 8:04 AM 061
B r# igixTray c\windows\syswowb4\ighray exe The system cannot find the file spechi
E 4 Malwarebytes TrayAop  Malwarebytes Tray Application (Verfied) Malwarebytes Comporation  c-\program files‘\mahwarebytes'antim... 1/20/2017 3:11 AM 061
B < NvBackend NVIDIA Update Backend (Verfied) NVIDIA Comporation c\program files (xB8)\nvidia corporati... 7/23/2015 6:59 AM 061
<) RHDVBg HD Audio Background Process. (Verfied) Reakek Semiconductor Corp  ¢\program files\reattek\audio®hda'r.. 9/26/20131:20 PM 0/58
£ @) SymTPEnh Synaptics TouchPad 6441 Erhance... (Verfied) Synaptics ¢:\program fi i yrt... 7/10/2015 4:30 AM 061
@ HKLM\SOFT 220/2017 218 PM
E4 B Adobe ARM Adobe Reader and Acrobat Manager  (Verfied) Adobe Systems c\program files (86)\common fles\a... 4/5/2013 4:05 AM w6l
B @ Bkav Bkav Pro Intemet Securtty {Venfied) Bkav Corporation c:\program files (x85)\bkavpro\bka exe 3/28/2017 3:29 PM 062
E & Bwpre BkavPro (Venfied) Bkav Coporation c:\program files (x85)\blupro*blupro &... 12/11/2015 8:08 AM 1/62
= X Drive LitiitiesHelper WD Drive Utidies Helper (Verffied) WESTERN DIGITAL TECH... c:\program files (x86)\westem digtal\... 8/6/2016 12:37 AM Hash submitted...
B @ KeePass 2Prelosd KeePase (Verfied) Open Source Developer  c-\program files («B6)\keepass passw... 6/11/2016 253 PM 0/62
EA [ NBKeyScan Fie not found: C:\Program Fies &86)... v
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Véi viéc sir dung cdng cu nay, ching ta cé thé liét ké tat ca cac co ché tai khéi dong clia cac tién
trinh nhu sau:

- Cac dich vu (Services) tu dong khai ddng cling hé thong

- Cac tac vu (tasks) da dugc dat lich cing hé thong

- Cac phan mé réng (addons) clia ting dung dugc dang ky tu dong khéi tao.

-Va cac thong tin khac

Autorun Entry Description Publisher Image Path Timestamp / VirusTotal \
Q’ HKLM\System\CumrentCortrol Set\Control\ Terminal Server\Wds'rdpwd'\StartupPrograms 12/20/2015 6:04 PM
[ rdpclip RDP Clipboard Monitor (Verfied) Microsoft Windows ¢ windows\system 32wdpclip exe 3/4/2017 10:20 AM 0/62
HKLM\SOFTWARE\Microsoft\Windows NT\CurentVersion'\Winlogon\\Userint 4/21/2017 9:08 AM
g [4F] Userinit exe Userinit Logon Application (Venfied) Microsoft Windows c:\windows\system 32 wserinit axe 10/30/2015 9:37 AM /80
HKLM\SOFTWARE\Microsoft\Windows NT\CurentVersion'\Winlogon\Vim Applet 4/21/2017 9:08 AM
ﬁ, jEé SystemPropertiesPerform... Change Computer Peformance Setti..  (Vesffied) Microsoft Windows c\windows'\system 32'systemproperti_. 10302015 9:38 AM /61
HKLM\SOFTWARE® NGy v \Shell 4/21/2017 3:08 AM
@ 1 Boplorerexe Windows Bxplorer (Vesfied) Microsoft Windows cwindows\explorer exe 3/4/2017 10:38 AM 0/62
ﬂ HKLM\SYSTEM\CurmrentControl Set\Control\SafeBoot \Mtemate Shell 12/20/2015 6:04 PM
[+ ] cmd exe ) Windows c\windows\system32'cmd exe 1073072015 9:34 AM
@ HKLMSOFTWARE Mcrosoft\Windos ~ Delete Eacly 4/17/201712:43 AM
B) Eventhing Eve Copy Ctrl+C c:\program files\evenything\eventhin... 8/6/2014 8:04 AM /81
[ lgfTray e \windows\syswow64\ighdray exe The system canngt find ths fils spacifi..
) Mahwarebytes TrayApp  Mak Jump to Entry.. pies Coporation  ¢:\program files\malwarebytes\antim... 1/20/2017 3:11 AM /61
@ NvBackend NV Jump to Image... rporation c\program files (xB6)\nvidia comporati... 7/23/2015 &, 0/61
4!] RtHDVBg HD il emiconductor Comp ¢ \program files\realtek\audio \hda's.... M 0/58
[ @) smTPEnh Sm ey Image Incomorated ¢ \program files\synaptics\syntp : /61
& HKLM\SOF TWARE\Wow5432Node\l Resubmit to VirusTotal 17 218 PM
Adobe ARM Ado fstems files\a... 4/5/2013 4:05 AM sl
[ Bcssyne Process Explorer. Corporation icrosot office... 3/14/2010 4:54 AM (3
& Bkav Search Online... Ctril+M  poration les (x86)\bkavpro\bka.exe 3/28/2017 3:29 PM 0/62
& BluPm Find... Ctrl=F  poration y m files (xB86)\blupro\blupro.e... 12/11/2015 8:08 AM 1/62
X Drive Ltiities Helper H... c\program files (xB6)\westem digital’. .. 8/6/2016 12:37 AM 0/59
@ KeePass 2 Fraload Properties. Nt+Entel) ro8 Developer  c-\program files (cB6)\keepass passw... 6/11/2016 253 PM \_wee

Tuong tu nhu véi tng dung Process Explorer, d6i véi ing dung Autoruns, ngudi dung can cha y
dén cac ing dung da dugc dang ky tai khai déng cling hé théng nhung khéng cé cac dac diém sau
day dé qua dé xac dinh cac tién trinh nghi ngs la ma doc:

-Tién trinh khéng co6 xac thuc chit ky s6 clia nha san xuat (Verified Signer)

-Tién trinh khéng c6 phan mé ta ti nha san xuat (Description)

-Tién trinh khong cé thong tin tir nha san suat (Company Name)

Sau khi xac dinh dugc céc tién trinh nghi ngd, chiing ta cé thé st dung céc théng tin dugc cung
cap ti cong cu nay dé tim dén dudng dan day du cla cac iing dung st dung cac tién trinh nay va do
quét bang dich vu VirusTotal dé xac dinh ing dung cé phai ma déc hay khong.

Trong trudng hgp xac dinh tng dung d6 la ma doc, ching ta cé thé gé bé iing dung dé khoi hé
thong dong thdi loai bo cac tién trinh nay trong viéc tai khai dong cling hé théng & nhiing lan khéi
déng tiép theo.

Budc 3. Thiét lap viéc st dung USB, thiét bi luu trit ngoai

Cac thiét bi luu trit bén ngoai cling nhu USB la mét trong nhitng nguyén nhan chu yéu gay ra viéc
lay lan ma déc trong méi trudng mang. Do d6, can co cac thiét 1ap dam bao an toan théng tin cho
viéc st dung thiét bi luu tri ngoai trong hé théng nhu:

Buéc 3.1. Ngdn chén chirc ndng tu chay (Autorun) déi véi thiét bi luu trir USB:

Théng thudng, ma déc thudng st dung chic ndng Autorun dé lay lan thong qua cac thiét bi luu
trir gdn ngoai nhu USB, cac 6 cliing gén ngoai... Viéc cau hinh nay gitp ngan chan chic nang Autorun
cho cac thiét bi luu trit gan ngoai la céng viéc don gian, nhung hitu hiéu trong viéc phong chéng ma
doc tai cdc may tinh cd nhan trong co quan, don vi.

D& vo hiéu hda chiic nang Autorun, ngudi dung c6 thé truy cap vao: Windows -> Run -> gpedit.msc

= Typethe name of a program, folder, document, or Intemet

resource, and Windows will open it for you,

Open: [ gpedit.msc ) ~

=
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Sau d6 vao phan Computer Configuration -> Administrative Templates -> Windows Components

-> Autoplay Policies:

File Action View Help

o

“| Add features to Wind Setting
App Package Deployr | B|
| runtime | AN p, " s
PR RN sallow Autoplay for non-volume devices
AutoPlay Policies
: a B U 12 Set the default behavior for AutoRun
- Biometrics :
b (2] Bitlocker Drive Encry| || phic pojicy setting allows you to
] Credential User Interf: turn off the Autoplay feature,
] Desktop Gadgets . .
b ] Desktop WindowMar | Autoplay begin: '“d")sm
~$hdas . from a drive as soon 25 you in:
1 gf""_"“"" DriverCon || s in the drive. As » result the
il Digital Locker setup file of programs and the
(7] Event Forwarding music on audio media start
b [ Event Log Senvice immediately,
2 Event Viewes
- it Prior to Windows XP 592,
-5 Autoplay is disabled by default on
3 _1 !'lEX_P""' removable drives, such as the
] File History floppy disk drive (butnotthe CD-
] Game Explorer || ROM drive), and on network <[ M >
"SI A
<[ m > '\ Extended A Standard /
4 setting(s)

M& chiic nang Turn off Autoplay va chon Enable cling nhu tuy chon All driver dé xac nhan:

a

5] Tum off Autoplay

O NotConfigured ~ Comment:

~
(©) Enaipled
L
O Disal v
Supported on: - [ay jeast Windows 2000 m
Options: Help:
Ty i This pelicy setting allows you to turn off the Autoplay feature. |~ |
I All drives vl Autoplay begins reading from a drive as s00n as you insert

media in the drive. As a result, the setup file of programs and the
music on audio media start immediately.

Priorto Windows XP SP, Autoplay i disabled by default | _
on removable drives, such as the floppy disk drive (but not the |
CD-ROM drive), and on network drives.

Starting with Windows XP SP2, Autoplay is enabled for
removable drives as well, including Zip drives and some USB
155 storage devices.

ou enable this policy setting, Autoplay is disabled on

ing disables Autoplay on additional types of
this setting to enable Autoplay on drives

Bu'éc 3.2. Do quét ma déc trudc khi st dung thiét bi:

Ngoai viéc loai bd chiic nang Autorun déi véi cac thiét bi luu trlr, ngudi st dung can hinh thanh

thoi quen st dung chuang trinh diét Virus dé do quét ma déc trudc khi sir dung thiét bi.

Trong trudng hgp, trén may tinh chua dugc trang bi phan mém diét Virus cé ban quyén. Ngudi
dung c6 thé sir dung cac phan mém diét Virus phién ban mién phi. Sau day la danh sach cac phan

mém mién phi dé ching ta lua chon cai dat./.

Bitdefender Check Point
Name Avast Free AVG AntiVirus ~ Antivirus Free  ZoneAlarm Free Avira Antivirus

Antivirus 2017 Free (2017)  Edition (2017) Antivirus+ 2017 Sophos Home (2017) antivirus free 12 Antivirus 10 Antivirus (2017)  Security 8.6

J{avast ‘AVG. Z.2esume SOPHOS [ Avira a COMODO ¥y panda | e
- adaware \

e o conwcting

Free Free Free Free Free Free $0.00 $0.00 Free $0.00
AVAST Software AVG Bitdefender ZoneAlarm Sophos Avira MSRP MSRP Panda Security MSRP
¢ po Technologies

adaware Comodo Pandz Free  Qihoo 360 Total
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AN TOAN
THONG TIN

R SU DUNG ANG RHONG DA

(Nguén Cuc An toan théng tin -
B¢ Théng tin va Truyén thdng)

ngay cang tré nén phd bién, gia thanh thap

va dé st dung. Ngudi dung c6 thé 1ap dat
dé truy cap mang khong day tai nha hoac s
dung may tinh xach tay, thiét bi di dong thong
minh dé truy cap tai nhiing nai cong coéng nhu
quan café, san bay, khach san...

Viéc st dung mang khong day sé rat tién lgi
va don giadn nhung né clng tiém an rat nhiéu
nguy cd mat an toan thong tin.

Néu mang khéng day dugc bao vé ding muc
thi bat ct mot may tinh nao c6 hoé trg truy cap
khéng day nam trong vung phl séng cla thiét
bi phat séng déu cé thé két ndi dé truy cap Inter-
net. 0 ngoai trdi, pham vi nay c6 thé dat téi
300m. Vi vay, bat ctr ai 8 xung quanh cing c6 thé
dé dang truy cap vao thiét bi phat séng nay.

CAC NGUY CO CO THE XAY RA:

- Bi xam pham dich vu: dung lugng, s6 lugng
két ndi... c6 thé vuagt qua gidi han ma nha cung
cap dich vu cho phép, t6c d6 c6 thé rat cham do
bi chiém dung bang théng.

- Bi lgi dung: mét s6 ngudi cé thé loi dung hé
théng dé thuc thi nhiing hanh déng bat hap
phap.

« Bi theo dé6i: cac hoat dong trén internet c6
thé bi theo déi, nhiing théng tin nhay cdm (mat
khau, s6 thé tin dung c6 thé bi danh cap).

- Bi tdn céng: cac tép tin trén may tinh c6 thé
bi truy cap trai phép, may tinh cé thé bi cai spy-
ware va cac chuong trinh déc hai khac.

Trong nhiing nam gan day, mang khong day

PN TRUNG TAM CNTT&TT THANH HOA - SO 02

Nhiing viéc can lam khi truy cap Internet
bang mang khéng day céng céng

1. Sirdung mang riéng do

Yéu t8 dau tién phai ké dén trong mat téi cla
mang khong day la su tién lgi, dé dang st dung
ma khéng can phai thiét 1ap hay cau hinh gi qua
phuc tap. Tuy nhién, yéu t6 an ninh trong mang
khong day thudng van bi cho qua.

G2 athorized natwork

security , encryption

mtemal network pri
authenticate

anonymaus
private

Khi da két néi laptop hay dién thoai cla minh
vao mét mang khong day nao do, thi tat ca
nhiing thiét bi trong cing mang nay c6 thé nhin
thdy nhau. Day la diéu hoan toan c¢6 Igi cho
nhiing ké xdu dang két ndi vao ciing mang
khéng day, chung c6 thé danh cap théng tin tai
khodn hay xem trém di liéu ca nhan cta ngudi
dung trong mang.

Do vay, uu tién s6 mot khi s&r dung mang
khong day la nén cai dat mang riéng do (VPN -
Virtual Private Network) cho truy cap cda minh.

Khi stt dung VPN d@é truy cap Internet, né sé tu
dong thiét 1ap mét két néi mang dua trén chinh
nén tang mang khéng day nhung da dugc ma
hoéa cac goi tin truyén di va nhan vé, dong thoi

virtual private network
IntemettunnEI



chuyén hudng truy cap giltp ngudi dung an danh
dé dang trén Internet. Tuy nhién, chinh vi yéu t6
bdo mat cao nay ma VPN sé lam suy gidm mot
phan t6c mang.

2. Strdung xdc thuc 2 budc:

moi khi thiét bi d6 & trong pham vi cla mang
khong day d6 thi no sé do va két néi vao mét
cach tu dong. Lgi dung co ché nay, ké xau c6 thé
doan biét thoi quen nay clia ngudi dung dé lay
cap di liéu ma ngudi dung khéng ngs dén.

Dé tién cho ngudi dung truy cap vao mang
khéng day, nhiing ngudi quan tri mang it khi
thiét [ap bdo mat nghiém ngat cho mang khong

Open System Authentication

i Client Station ccess Point

day. DPa phan chi chon cach dat mat khiu don
gian la nhiing chudi s6 dé nhé, hay mot cum tur.
Tuc la, ngudi dung nao clng c6 thé ghi nhé va
thuan tién truy cap lai cho lan st dung tiép theo.

Théng thudng, khi da truy cap vao mang In-
ternet, da s6 ngudi dung déu dang nhap vao cac
tai khoan chia nhiéu thong tin ca nhan, vi du
nhu email. Do d6, néu da khong chon st dung
két n6i VPN, va néu tai khoan email thiét lap 1dng
léo, thi di€u nay chang khac nao mai goi nhiing
ké xau tim dén!

Do d6, luén st dung co ché xac thuc 2 budc
cho nhing tai khodn ctia minh. Tham chi, dé€ an
toan hon, nén chon cach xac thuc bang sé dién
thoai cd nhan, thay vi nhiing cau héi bi mat don
gian.

Vi du, néu chon kich hoat xac thuc 2 budc cho
tai khoan Gmail, thi sau khi nhap dung mat khau
ban van phai chd Gmail gui thém moét tin nhan
SMS dén dién thoai clia ngudi dung. Tin nhan d6
sé cung cap s6 mat ma tu phia Google dé nhap
vao réi méi di vao dugc hop thu.

3. Cdn thén véi tinh ndng tu déng két néi
mang khéng day.

Mot trong nhirng mat tét va clng la nguy co
tiém an bién ngudi st dung tré thanh miéng moi
ngon cho ké xau chinh la co ché ghi nha két néi
mang khoéng day cta dién thoai, mady tinh. Mac
dinh, khi dung thiét bi két néi vao mot mang
khoéng day nao trudc dé, thi dién thoai hay laptop
sé tu dong két noi cho lan sau. That vay, sau nay,

ibexf5:ac:fezeb:1c Authentication Request

e
3 Authentication Response
Association Request
q! >

Association Response

Bén canh d¢, cling cé nhitng mang khéng day
khong dat mat khau truy cap, chi can chon mang
khong day la két noi vao. Khi d6, viéc tan cong sé
tré nén don gian va dé dang hon rat nhiéu.

4. Xdc minh mang khéng day

Hay luén la ngudi dung théng minh bang
cach kiém chiing tén két néi trudc khi truy cap.
Ké xdu co thé dat tén cho mang khéng day gia
cla ho gan giéng, hay gidng hoan toan nhu tén
mang ma ban thudng sir dung. Néu khéng cén
than, ngudi dung sé hudng ludng truy cap cla
minh t&i nham hudng; khi do, nhiing gi nguoi
dung gui di cling nhu nhan lai sé bi ghi nhan
lai.

Cach t6t nhat la hay kich hoat mang riéng do
trong moi tinh huéng va tinh tdo han néu nhan
thay co6 dau hiéu bat thudng tirkhau két néi. Nén
lién lac v&i quan tri cila mang khéng day dé dé
xac thuc cho chac chan hon nia.

5. Han ché viéc déng nhdp.

Day c6 |é 1a yéu cau kho thuc hién nhat, khi
ma thai dai bung nd théng tin. D€ an toan, hay
tap thoi quen han ché truy cap vao cac tai khoan
ca nhan khi dang dung mang khéng day. Tuc la,
chi st dung mang khéng day dé doc béo, lust
web.

Né&u bat budc phai truy cap vao mail hay tai
khoan mang xa hoi, hodc giao dich mua ban bat
ky, hay kich hoat mang VPN [én trudc, dong thai
chi st dung céac dich vu hé trg giao thic HTTPS
ma thoi. Véi giao thic nay, moi thong tin clia ban
sé dugc an toan hon nhd co ché ma héa ma
HTTPS hé trg./.
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THONG KE TINH HINH AN TOAN THONG TIN

I. TINH HINH AN TOAN THONG TIN QUY I
NAM 2017 TRONG NUGC VA QUOC TE

1. Tinh hinh téng hop ma déc: T thang
5/2016 dén thang 4/2017

= Total Malware

* Ngudn: AV-TEST
2. Tinh hinh mau ddc xuat hién méi
trong tiing thang

ma

s
5
5
S
5
S
S
5
5
5
6
6
6
6
6
6
6
6
6
6
6
6
7

Oct 20

Nguén: shadowserver
3.Tinh hinh Spam trong Quy |

. AMTEST

Last 14 days Last 60 days Last 180 days
County Last 60 da ast 180 daye

Country

ccccc v Last 14 days ry

773 TRUNG TAM CNTT&TT THANH HOA - S0 02

4.Hon 75.000 may tinh tai Viét Nam nhiém
ma ddc gia mao file van ban

Day la két qua thong ké clia Tap doan céng
nghé Bkav va con sé nay van tiép tuc tang. Ma
doc“an”file van ban, cé tén W32.FakeDoc.Worm,
phat tan manh qua USB.

W32.FakeDoc.Worm c6 co ché phat tan rat
tinh vi, virus nay tim cdc file van ban Word (c6
dudi .doc, .docx), Excel (xls, .xIsx), PowerPoint
(.ppt, .pptx) hay PDF (.pdf) trén cac § dia USB,
giadu cac file nay di, sau d6 sinh ra cac file gia mao
chia ma doc dé thay thé vao. File gia mao cé tén
va biéu tugng (icon) gidng hét cac file van ban
goc khién ngudi st dung rat kho phat hién. Khi
ngudi dung ma& cac file gia mao van doc dugc noi
dung géc clia van ban nhung dong thai cling
kich hoat cd ma doc cuia virus, nhd dé virus c6 thé
tiép tuc lay lan tir USB sang mdy tinh khac.

5. Su ¢é cac website cdng hang khéng:
Khéng phai la tdn céng APT nhu vu Vietnam
Airlines

Dau thang 3, mét sé website cla cac cang
hang khong nhu: Tan Son Nhat, Rach Gia, Tuy Hoa
bi hacker tan cong. Tuy nhién, day chi don thuan
la khai thac 16 héng website chit khong phai la
tan cong APT nhu vu viéc cla Vietnam Airlines.
Vu viéc mot lan nita day lén héi chuéng canh bao
viéc ddm bdo an ninh mang cho nganh hang
khéng van con yéu kém va viéc dau tu chua
tuong xng vaéi tam quan trong ctia hé théng.

6. L6 hang 0-Day anh huéng dén hon 300
mau switch ctia Cisco

L6 héng nam trong ma x{ ly CMP - giao thuc
truyén tai thong tin bang Telnet hodc SSH - trong
cac san pham 10S va I0S XE cla Cisco. L&i cho
phép hacker khai dong lai va thuc thi ma tU xa
nham kiém soat thiét bi. Hién tai, 16 héng van
chua dugc vé va nguai dung dugc khuyén cao vo
hiéu hoa két néi Telnet va SSH vdi cac thiét bi
switch cho dén khi cé ban va.

7. Ung dung chinh anh cé trang thu thap
thong tin nhay cam ciia ngudi diing

V6i khd ndng chinh stra anh thanh céc nhan
vat trong phim ¢é trang Trung Qudéc, Pitu trg
thanh ting dung mién phi thu hat ngugi dung
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vao trung tuan thang 2/2017. Tuy nhién, Ung
dung nay da bi phat hién thu thap di liéu nhay
cam cla ngudi dung khi doi” mét sé quyén uu
tién trong qua trinh cai dat. D{ liéu thu thap dugc
gui t6i cac server dat tai Trung Quéc. Theo
khuyén cdo clia chuyén gia an toan thong tin,
ngoai thong tin vé nha san xuat, ngudi dung can
dac biét luu y dén cac quyén ma ting dung doi
hai khi cai dat.
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8. Hang nghin site WordPress bi hack bang
16 héng méi dugc tiét 16

L6 héng nay nam trong Wordpress REST API
cho phép hacker khéng cé dac quyén cé thé xéa
page hodc stra doi tat ca cac page trén trang web
chua dugc v4, sau d6 huédng ngudi dung téi ma
déc haiva cac cudc tan cong. Ngay sau dé, Word-
Press phat hanh mét tinh nang mac dinh tu dong
cap nhat cac trang web chua dugc va dong thai
gui khuyén cdo t6i cac quan tri vién nham dam
bdo da cap nhat WordPress 1én phién badn mdi
nhat |a 4.7.2 dé dugc an toan.

9. Phat hanh cong cu giai ma 15 ma doc
ransomware mién phi

Khéi dau tu lién minh cadnh sat Chau Au, cdnh
sat Ha Lan, Interl Security va Kaspersky Lab, du an
No More Ransom (NRM) la mét t6 chiic chéng ma
ddc téng tién toan cau gitip nan nhan khéi phuc
di liéu ma khong phai tra tién cho tin tac.

Trang web ciaNRMkhong chi gido duc ngudi
dung may tinh nang cao nhan thuc va cach thuc
tu bdo vé ban than ma con cung cap hang loat
céng cu gidi ma mién phi. K€ tir thang 11 ndm
ngoai, han 10.000 nan nhan trén khap thé gidi da
6 thé tu gidi ma thiét bi bi khéa ma khong tén
bat cir khoan tién nao.

NRM hién tai c6 san 14 ngén ng{ va luu trit 40
cdng cu gidi ma mién phi cung cap bdi nhiéu t6

2 4 Ay
N
g Pitu-yuhuan

Pitu-xishi

chuc thanh vién khac nhau.

MRCR Decryptor

Globe3 Decryptor

Derialock Decryptor

PHP Ransomware Decryptor
WildFire Decryptor

Chimera Decryptor

Teslacrypt Decryptor

Rakhni Decryptor (updated 2-3-2017 with Dharma)

Rannch Decryptor (updated 20-12-2016 with CryptXXX v3)

Damage Decryptor
Crypton Decryptor
Merry X-Mas Decryptor
BarRax Decryptor

Alcatraz Decryptor

FenixLocker Decryptor
Philadelphia Decryptor Marlboro Decrypto
Stampado Decryptor Globelmposter Dec|
Xonist Decryptor Globe Decryptor

Nemucod Decryptor

Globe2 Decryptor

Shade Decryptor Bart Decryptor Gomasom Decryptor

CoinVault Decryptor Cryp1888 Decryptor Linux_Encoder Decryptor

Jigsaw Decryptor HiddenTear Decryptor NMoreira Decryptor

TM Ransomware File Decrypto  Noobcrypt Decryptor Ozozalocker Decryptor

10. Hang ngan may tinh Windows dang bi
tin tic tan cdng bang bd cdng cu rd ri cia NSA

Tin tac trén khap thé gisi da bat dau khai thac
b6 cong cu hacking ctia NSA vao cuéi tuan trudc.
Hang ngan may tinh st dung phién ban Windows
chua dugc cap nhat da bi xam nhap théng qua
Internet.

Nhém tin tic bi an Shadow Brokers da chinh
thuc phat tan bd céng cu hacking Windows,
nhdm t&i Windows XP, Windows Server 2003,
Windows 7 and 8, va Windows 2012 ctia Co quan
tinh bao quéc gia Hoa Ky NSA.

Microsoft ngay lap tuc da gidam thiéu nguy co
bdo mat xuéng bdng cach phat hanh ban va
danh cho tat ca cac 16 héng. Nhung nhiing hé
thong khong con dugce hd trg cing véi rat nhiéu
thiét bi chua dugc cai dat ban cap nhat la déi
tugng chinh ma tin tdc nham tai.

CryptoMix Decrypy

Popcom Decryptol

Code Name Solution

"EternalBlue” Addressed by M517-010

EmeraldThread WAddressed by M510-061

'EternalChampion” Addressed by CVE-2017-0146 & CVE-2017-0147

"ErraticGopher” PAddressed prior to the release of Windows Vista
EsikmoRoell” Addressed by MS514-068
EternalRomance” |Addressed by MS17-010
EducatedScholar” |Addressed by MS09-050
'EternalSynergy”  |Addressed by MS517-010
[ EclipsedWing” Addressed by MS08-067

C6 khoang hon 36.000 dia chiip trén khap thé
gidi bi nhiém Malware DoublePulsar, trong dé c6
811 la &Viét Nam
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Il. TINH HINH AN TOAN THONG TIN TREN DIA BAN TiNH TRONG QUY 1/2016

1.Théng ké cac website trén dia ban tinh bi tan céng

Ngay Domain
13/01/2017 shop.vnptthanhhoa.vn
06/02/2017 otohondathanhhoa.net/honda-viet-nam-gioi-thieu-thanh-cong-civic-2017-

tai-viet-nam-motor-show-2016.htm

29/02/2017 gachkhongnungthanhhoa.com/eg.html
27/3/2017 hyundaithanhhoa.net/ds.html
27/3/2017 duongsatthanhhoa.vn
28/3/2017 lamwebthanhhoa.com/o.php
31/3/2017 mitsubishithanhhoa.com.vn
10/4/2017 tmdl.edu.vn
13/4/2017 danguykhoithanhhoa.org.vn/images/tech.txt
18/4/2017 dongson.gov.vn/Newslmages/1937CNteam.txt
24/4/2017 ftcthanhhoa.com.vn/by.htm

2.Théng ké cac co quan, don vi bi nhiém ma déc tham gia mang Botnet

Khoi S&, Ban, Nganh Khoi UBND Huyén, Thi xa, Thanh phé
S& Cong thuong UBND huyén Hau Loc
S& Ké hoach va Pau tu UBND huyén Nga Son
S& Lao dong, Thuong binh va Xa hoi UBND huyén Nhu Thanh
S& Nong nghiép va Phat trién néng thon UBND huyén Quan Hdéa
S&Van héa, Thé thao va Du lich UBND huyén Hodng Hoa
SaYté UBND Thi xa Bim Son
UBND huyén Quan San
UBND huyén Thiéu Hoa
UBND huyén Yén Binh
UBND Thanh phé Thanh Héa

3.Téng hop tinh hinh ing cutu su ¢é trén dia ban tinh

|

Lo,
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TIN HOAT DONG

Trién 1am Quéc gia vé An ninh bado mat 2017
(Security World 2017) va Héi thao Quéc gia vé
Chinh phti s6 2017 (DGov 2017)

Ngay 04/4/2017, tai Ha NOi, Trung tam CNTT&TT
Thanh Hoa da tham du Trién lam quéc gia vé an ninh
bao mat 2017 (Security World 2017) véi chti dé “Chién
Iugc dam bao an ninh, an toan théng tin trong thai
ky cach mang cong nghiép lan thir4” do Cuc An toan
thong tin - Bo Thong tin va Truyén thong phéi hgp vaéi
Cuc An ninh mang - B6 Cong an va Tap doan D liéu
qudc té (IDG) dong t6 chuic.

Cudc cach mang cong nghiép lan thi 4 véi su
phat trién manh mé vé Khoa hoc - Cong nghé dugc
du bao sé tao ra nhiing co hoi I6n cho Viét Nam hoi
nhap sau réng hon va hiéu qua hon vao nén kinh té
thé gidi. Pay cling dugc danh gia la thai co quy gia
dé Viét Nam ddy manh tng dung c6ng nghé théng
tin, tu déng hoa cac quy trinh kinh doanh, tang cudng
kha nang két néi qua cac thiét bi di dong va tiép can
véi ca s dit liéu I6n, dong thoi nhiing tinh ndng xu
ly thong tin sé dugc nhan Ién bai nhitng dét pha cong
nghé trén nhiéu linh vuc.

Trong bdi canh van dé dé, Hoi Thao - Trién lam
Qudc gia vé An ninh bao mat (Security World 2017)
sé dua vao thao luan chii dé “Chién lugc dam bao An
ninh, an toan théng tin trong thai ky cadch mang cong
nghiép lan thi 4" Hoi thao hudng dén muc tiéu giup
cac doanh nghiép, t6 chiic ndm bét va danh gia dugc
cac hiém hoa an toan théng tin hién nay, cling nhu
dé xudt cac phuong an gitp cac té chic tng phé kip
thai trudc su phat trién nhanh chéng clia cac nguy co
bdo mat va ddm bao tuan thu cac quy dinh an toan
bado mat mdi.

Sang 5/4, tai Khach san Melia - Ha Noi da dién ra
Héi thao Quoc gia vé Chinh phu dién t& 2017 véi chd
dé "Phat trién Chinh phl Dién tlr trong thoi ky Cach
mang cong nghiép lan tha 4: Tam nhin & Giai phap
Coéng nghé”. Bay la su kién thudng nién do UBND TP.
Ha Noi phéi hop véi Tap doan DU liéu Qudc té Viét
Nam (IDG) t6 chutc.

Tai Hoi thao, cac dai biéu da tap trung thao luan
mot s6 van dé ndi bat nhu: Cudc cach mang cong
nghiép lan thi 4 va cac van dé dat ra déi vai phat trién
Chinh phu dién tu tai Viét Nam; mét sé van dé can
quan tam trong chuaong trinh cai cach hanh chinh
cong trong xu huéng phét trién Chinh pha dién t

hién nay; dam bao xac thuc va bdo mat phuc vu trién
khai Chinh pht dién ti; tng pho thach thiic an ninh
mang trong bao mat Thanh phé thong minh; phat
trién Gido duc vaY té ciia TP. Ha Noi hudng dén do thi
thong minh va hién dai./.

TRAN LE PHUC

Tap huan, boi duéng ki nang ting ctiu su cé vé
an toan thong tin

Trong ba ngay tu 13-15/4/2017. Trung tam Cong
nghé thong tin va Truyén théng Thanh Hoa phoi hgp
vGi UBND huyén Quan Son t6 chtic Ip tap huan, boi
dudng ky ndng tng ctiu sy c6 vé an toan thong tin
cho céc can bo chuyén trach cdng nghé thong tin la
dau moi tiép nhan su ¢ clia cac SG, ban, nganh va
UBND cép huyén, thi xa, thanh pho trén dia ban tinh.

Tham du khai mac |6p tap huan cé d/c Lé Xuan
Lam - Giam d6c Trung tdm CNTT&TT; d/c Luong Tién
Thanh - Uy vién Ban thudng vu Huyén ty, Phé Cha
tich thudng truc UBND huyén; dai dién cac phong
ban lién quan cla Trung tam va UBND huyén.

Phat biéu tai budi khai mac I6p tap huan, d6ng chi
Lé Xuan Lam, Giam d6c Trung tam CNTT&TT Thanh
Héa da nhan manh: Trudc tinh hinh dién bién phuc
tap vé mat an toan thong tin hién nay, dé hoat déng
Uing cliu xG ly su ¢ dugc trién khai hiéu qua hon nira,
dac biét trong ky nguyén cach mang cong nghiép lan
thit 4, nguy ¢ chién tranh mang ngay cang hién hit;
Trung tam CNTT&TT t6 chuc I6p tap huadn véi muc
dich gitip cho cac can bo truc tiép phu trach CNTT noi
chung, an toan théng tin néi riéng tai moi ca quan,
don vi trén dia ban tinh nang cao ky nang uing cttu va
xU ly cac su ¢6 tai hé thong thong tin clia co quan,
don vi minh. D& qua d6 chl déng, sdn sang déi pho,
ngan chan va gidm thiéu cac nguy co de doa gay mat
an toan thong tin.

Tai hoi nghi tap huan, d/c Luong Tién Thanh - Uy
vién Ban thudng vu Huyén Uy, Phé Cha tich thudng
truc UBND huyén Quan Son da chia sé kinh nghiém,
nhiing kho khan vuéng méc trong trién khai tng
dung CNTT, cong tac quan ly nha nudc vé Thong tin
vaTruyén thong va an toan thong tin mang tai cac co
guan nha nudc trén dia ban huyén, bén canh dé cling
gidi thiéu tinh hinh KT-XH va nhing tiém nang thé
manh cuta huyén.

Trong thai gian tap hudn, cac hoc vién dugc giang
vién clia Trung tdm Cong nghé thdng tin va Truyén
thong tinh truyén dat nhiing ndi dung thiét thuc voi
tinh hinh thuc té clia co quan nha nudc. Giup can bo
chuyén trach cdng nghé théng tin c6 thé khac phuc,

TRUNG TAM CNTT&TT THANH HOA - SG 02 ES



xU Iy nhitng su c6 mang may tinh; su ¢ vé an toan an
ninh thong tin clla C6ng/Trang thong tin dién ti; cac
van dé lién quan dén an toan thong tin tai cac co
quan. Déng thai, trang bi kién thiic vé cac ky nang
g clru su ¢, tdn cong cla tin tac; cac trang thiét bi
phuc vu cho tin tac; nhan biét cac thong so trén hé
diéu hanh, phat hién va nhéan dién cac nguy cg tan
cong; danh gia cac diém yéu, trién khai hé théng
phong chéng tn cong; cau hinh hé théng trén mang
ndi bod va mang dién réng, trién khai cac bién phap
dam bao an toan, an ninh mang.

Bén canh d6 nham tang cudng han nira méi quan
hé cong tac vdi ca s, cac hoc vién dugc tham quan
thuc té mot s6 xa bién gidi ctia huyén Quan Son vé
cdng tac trao déi, st dung van ban dién ti trén phan
mém Quan ly van ban va Ho so cong viéc (TDOffice)
da dugc tinh chon mot trong 6 huyén huéng thu du
an thi diém./.

TRINH NGOC QUYNH

Giao luu chia sé kinh nghiém, hgp tac cung
phat trién trong linh vuc CNTT&TT trong khu vuc
BacTrung bd

Thuc hién chuong trinh “HOP TAC CUNG PHAT
TRIEN” giifa cac Trung tam Cong nghé thong tin va
Truyén thong khu vuc Bac Trung bé, sau sang kién lan
th( nhat tai Sam Son, Thanh Héa. Nam 2017, Trung
tam CNTT&TT tinh Nghé An la don vi dang cai dia
diém t6 chdic lan thi hai;

Trong noi dung cla chuong trinh, lanh dao Trung
tam CNTT&TT cac tinh Thanh Hoa, Nghé An, Quang
Tri, Quang Binh da ky két bién ban “Hop tac cling phat
trién”. Lé ky két c6 su ching kién cla lanh dao S&
Thong tin va Truyén thong cac tinh Nghé An, Quéang
Tri va Gidm déc Trung tdm Ung ctu khan cdp may
tinh Viét Nam (VNCERT) cling nhu cén bd, vién chic,
ngudi lao déng, doan thanh nién Trung tam cac tinh
tham du.

Tiép theo chuong trinh 1a budi toa dam chia sé
kinh nghiém, hgp tac cung phat trién trong linh vuc
CNTT&TT gilra cac tinh Bac Trung bé. Tai budi toa
dam, d/c Nguyén Trong Dudng, giam doc trung tam
VNCERT cho rang: “dé dua nganh CNTT&TT khu vuc
Béc Trung bo phat trién, cac don vi can thuc hién tot
nhiém vu dugc giao; Trong dé, dac biét quan tam, chu
trong tuan thu cac quy dinh vé an toan, bdo mat
thong tin; Phéi hap, lién két véi cac don vi phat trién
va hoan thiénha tang ky thuat bao dam cho cac hoat
dong Uing dung CNTT trong cac ca quan nha nudc
trén moi trudng mang an toan, hiéu qua; T6 chiic dao
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tao nguén nhan lyc vé CNTT&TT phuc vu yéu cau
phat trién KT-XH cua tinh”. Ciing tai budi toa dam,
lanh dao Trung tam CNTT&TT cac tinh khu vuc Bac
Trung Bo da chia sé thém mot s6 kinh nghiém trong
cong tac thuc hién cac nhiém vu chuyén mén gom:
Xay dung chinh quyén dién tu, giao ban truc tuyén,
chuyén giao tng dung CNTT, an toan théng tin, ting
cliu su ¢6, trao ddi chia sé trong viéc t6 chiic dao tao,
béi dudng, t6 chic thi cdp ching chi tin hoc “chudn
ky ndng st dung cong nghé thong tin”theo Thong tu
03/2014/TT-BTTTT clia B6 TT&TT va cac ndi dung
trong cong tac tu van trién khai dich vu va phat trién
phan mém... Dong thai, cac dai biéu dé nghi nhiing
nam tiép theo sé t6 chuc toa dam theo chi dé, noi
dung cu thé, thiét thuc han./.

CAOVIET CUONG

Trung tam CNTT&TT Thanh Héa t6 chiic thi cap
Chiing chi ting dung Cong nghé thong tin dot 1
nam 2017

Sang ngay 23 thang 4 nam 2017, Trung tdm Cong
nghé thong tin va Truyén théng Thanh Héa t6 chiic
ky thi sat hach cap Chiing chi cong nghé théng tin
chuén co ban, dgt 1 nam 2017; Hoi déng thi dugc S&
Gido duc va dao tao thanh lap gém 14 ngudi, bao
gém day dl cac Ban theo quy dinh vé viéc t6 chuic thi
va cap ching chi ting dung cdng nghé thong tin tai
Théng tu lién tich s6 17/2016/TTLT-BGDBT-BTTT ngay
21 thdng 6 ndam 2016 gilra B6 Gido duc va Dao tao va
B6 Thong tin va Truyén thong;

Ky thi Dot 1 nam 2017, c6 44 thi sinh dang ky du
thiva c6 41 da hoan thanh tét 2 phan thi cia minh la
phan thi trac nghiém ly thuyét truc tuyén trén phan
mém va phan thi thuc hanh ky nang trén may tinh;
toan bd ho so vé ky thi da dugc gli S& Gido duc va
dao tao tinh dé tién hanh cap chung chi, phéi chiing
chi dugc Bo Gido duc va dao tao cap theo sé lugng
thi sinh thi dau, dugc S& GDOT Thanh Héa phé duyét.

Theo ké hoach cong tac clia Trung tam CNTT&TT
Thanh Hoa, Trung tam lién tuc thu hé so dang ky boi
dudng, 6n thiva dugc té chiic thi 01 lan vao cac thang
trong nam

Moi thong tin vé dang ky boi dudng, on thi va
dang ky thi xin lién hé vé Phong Dao tao va Dich vu -
Trung tam CNTT&TT Thanh Hoa, s6 73 Hang Than,
phudng Lam San, TP Thanh Héa.

S6 dién thoai: 02373. 718.698 hoac théng qua
website: http://ict.thanhhoa.gov.vn
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